NudopmaninoHHaA NaMATKA 1A O0YyJAIONIUXCA AJIA
pa3MenieHUA HA OpHUIUATIBHBIX HHTEPHET-pecypcax

C xaXbIM TOZIOM MOJIOJIE’KH B HHTEPHETE CTAHOBUTCSA OOJIbIIIE, a IITKOJbHUKHU OJHU U3
caMbIX aKTUBHBIX IT0JIb30BaTesiell PyHera. Mexxay TeM, IOMHUMO OTPOMHOTO KOJIHY€ECTBA
BO3MOJKHOCTEH, MHTEPHET HECeT W IpoOsieMbl. DTa IaMATKA JIOJ’KHA IIOMOYb Tebe
0e30I1acHO HAaXOAUThCS B CETH.

KoMnbroTepHble BUPYyChI

KoMnbpioTepHBII BUpPYC - 3TO PA3HOBUJAHOCTh KOMIBIOTEPHBIX MPOrPaMM,
OTJIMYUTETBHOU OCOOEHHOCTHIO KOTOPOU fABJISAETCA CIIOCOOHOCTh K pa3MHOXKEHUI0. B
JIOTIOJIHEHNE K 3TOMY, BUPYCHl MOTYT HOBPEIUTHh WU IOJHOCTHIO YHUUTOXXKUTH BCE
daiiel W JgaHHBIE, MOJKOHTPOJIBHBIE IOJIB30BATENIO, OT HMEHH KOTOPOTo ObLia
3amyllleHa 3apakeHHas IIporpaMmMa, a TakKe MOBPEJUTh WU JaKe YHUUTOXKUTH
OTIEpPAIIMOHHYI0 CHCTEMY €O BceMHu ¢aiijlaMd B IeJioM. B OOJIBIIMHCTBE CJIyJaeB
PaCIpOCTPAHAIOTCA BUPYCHI Yepe3 NHTEPHET.

MeTOI[I)I 3allIUThI OT BPEAOHOCHBIX ITPOTPAMM:

1. I/ICHOJII)B}’ﬁ COBpEMEHHbIE OII€epallnOHHbIE CHUCTEMbI, HMEIOIINE CepBESHBIfI YPOBEHDb
3allIUThI OT BPEAOHOCHBIX ITPOTPAMM;

2. ITocTossHHO ycTaHaBauBail nauTu (UQpPOBBIE 3aIIaTKH, KOTOPhIE aBTOMATHYECKU
yCTaHABJIUBAIOTCA C IEJIbI0 JOpPaOOTKU IPOTPAMMBI) U JPYyryde OOHOBJIEHUS CBOEH
omnepanuoHHOU cucTeMbl. CKauMBall UX TOJIBKO C OPUIIMATIFHOTO cadTa pa3paboTuynKa
OC. Ecm cyIiecTByeT peKUM aBTOMAaTHUeCKOr0 OOHOBJIEHH I, BKJIFOUH €T0;

3. PabGotaii Ha cBOEM KOMIIbIOTEPE 11O/ ITpaBaMU II0JIb30BaTeE/IA, a HE a/IMUHUCTpATOpPA.
ITO He I03BOJIUT 6OJII>IIII/IHCTBy BPpEAOHOCHBIX IIPOrpaMM HHCTAJIJIMPOBATHCA Ha TBOEM
IIEPCOHAJIPHOM KOMIIBIOTEDPE;

4. Vlcionib3yi aHTUBUPYCHBIE POTPaMMHbBIE ITPOIYKTHI H3BECTHBIX ITPOU3BOIUTENIEH, C
aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

5. OrpaHnYb (PU3NYECKUN JOCTYI K KOMITBIOTEPY JIJIsI IOCTOPOHHUX JIUII;

6. Vcriosnip3yli BHellIHUEe HOcUuTe I NHOpMaluy, Takue Kak dJienka, Auck win dais us
MHTEPHEeTA, TOJIbKO U3 IIPOBEPEHHBIX UCTOYHUKOB,

7. He oTkpbIBail KOMIIbIOTEpHBIE (DA, TTOJIyIEHHbIE U3 HEHAJIEKHBIX HUCTOYHUKOB.
Jlaxke Te daitpl, KOTOphIE MIPUCIAJ TBOM 3HAKOMBIN. JIydIlle yTOUHU y HETO, OTIIPABJISII
Ji1 OH Tebe HX.

Certu WI-FI

Wi-Fi - 370 He Bu| Hepeiauu JJaHHBIX, HE TEXHOJIOTHSA, a BCETO JIUIIH OpeH/|, MapKa. Eie
B 1991 roAy HHJEpPJAHACKAsA KOMIIaHUS 3aperucrpupoBaysia Openn "WECA", uro
obo3Hauasio cioBocoueranue "Wireless Fidelity", xoropslii nepeBoauTcs Kak
"GecrpoBOIHASI TOUHOCTH '

Jlo Hamero BpeMeHHM Jolula Jpyras ab0peBuaTypa, KOTOpas SABJISAETCA TAKOU Ke
TexHosiorueil. 9to abopeBuarypa "Wi-Fi". Takoe HazBaHme OBLIIO JAaHO ¢ HAMEKOM Ha
CTaHAApPT BBICIIEW 3BYKOBOW TexHUKH Hi-Fi, uTo B mepeBoje o3HauaeT "BBICOKASA
TOYHOCTD .



Jla, becIuTaTHBIM MHTEPHET-AOCTYI B Kade, OTeNsAX U adPONOPTaxX ABJISAETCA OTIMIHON
BO3MOKHOCTBHIO BBIXO/Ia B UHTepHeT. HO MHOTHMe 3KCHEPTBI CYUTAIOT, YTO
obmenoctynabie Wi-Fi cetn He sABIAIOTCA 6€30MIaCHBIMH.

CoBeTbl 110 6€30ITaCHOCTH pabOTHI B 00IIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBol JuuHyr0 WHpoOpManuioo udepe3 obOmiemoctynHble Wi-Fi cerw.
Paboras B HUX, ’KeJIaTeJIbHO He BBOJIUTH IAPOJIU JOCTYIIa, IOTHUHBI U KAKKE-TO HOMEPA;

2. Vcrosib3yii 1 OOHOBJISIH aHTHBUPYCHBIE IIPOrpaMMBbl U OpaHamayep. Tem caMbIM ThI
obe3omnacuIlb cebs OT 3aKaYKH BUPYCa Ha TBOE YCTPOICTBO;

3. IIpu wucnonp3oBanun Wi-Fi otkimoun ¢ynknuio "OOmuit moctyn k daiylaMm u
npuHTepam'. JlaHHaa GYHKIUA B3aKpbiTa [0 YMOJYAHUIO, OJHAKO HEKOTOPBIE
[I0JIb30BaTEIN aKTUBUPYIOT ee JIJIA y100CTBa UCII0Ib30BaHUA B paboTe wiu yuebe;

4. He ucrionpayi myosuunbii WI-FI s mepegaun JIMYHBIX JAHHBIX, HATIPUMEDP JJIA
BBIXO/Ia B COLIMAJIbHbIE CETU UJIN B JIEKTPOHHYIO I10YTY;

5. Mcrniosp3yii TOJIBKO 3aruilieHHoe coenuHeHue uepe3 HTTPS, a we HTTP, T.e. npu
Habope BeO-azpeca BBOjiK uMeHHO "https://";

6. B wobOwibHOM Tenedone ortkaoun ¢yaknuio Ilogkaouenue k- Wi-Fi
apromMatnuecku'. He J1omyckail aBTOMAaTHYeCKOro MOAKIIOUEHUs] YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero corsiacusi.

COI.II/IaJIbeIe ceTn

COI.II/IaJII)HI)Ie CETH aKTHUBHO BXOJAT B HAIILy )KN3Hb, MHOT'H € JIIOAU pa60Ta10T U XKUBYT TaM
IIOCTOAHHO, a4 B Facebook VXK€ 3aperuCTpupoBaH MHUJIJIMAPA YE€JIOBEK, UTO ABJIAECTCA
OI[HOﬁ CeI[bMOfI BCeX JKUTeJIed IJIaHeThbl. MHOTHe II0JIb30BaTeu He IIOHNMAIOT, 4YTO
I/IH(I)OpMaIlI/IH, pasMeEmieHHad HMMH B COIOHAJIbHBIX CETAX, MOZKET OBITHh Haﬁ[[eHa u
HCIIOJIb30BaHAa KEM yIOAHO, B TOM UHCJI€ HE 00s3aTeIbHO ¢ OJIaruMH HaMEepEeHUuAMU.

OCHOBHBIE COBETHI 110 O€30I1aCHOCTH B COIIMAJIBHBIX CETAX:

1. OrpaHuYb CIIHCOK JApy3ed. Y Tebs B APY3bAX HE JOKHO OBITh CIIyJaWHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amuiiai cBo0 YacTHYIO KU3Hb. He ykaspiBail maposu, TesnedOHBI, afgpeca, JaTy
TBOETO POXJEHUA U JPYryl0 JIMYHYIO HHQPOPMAUUIO. 3JIOyMBIIUIEHHUKNU MOTYT
HCIIOJIB30BaTh Jlake WH@OpMAIMI0 O TOM, KaK Thl U TBOU DPOJAUTENU IUJIAHUPYETE
IIPOBECTU KAHUKYJIBI;

3. 3amumiai CBOIO PeIyTaIvIo - IEPKU €€ B UMCTOTE U 33J1aBail cebe BOIpocC: XOTe Obl
ThI, YTOOBI JPYTHE TI0JIH30BATEIHN BUIEJIU, YTO ThI 3arpyskaemib? [logymait, mpexae uem
YTO-TO OILyOJIMKOBATh, HAIIUCATh U 3aTPy3UTh;

4. Ecytut TBI TOBOPHUIIIB C JIIObMU, KOTOPBIX He 3HAEIllb, He UCII0Ib3YH CBOE PeaIbHOEe UM
U IPYTYIO JTUYHYIO UHDOPMAIUN: UMsI, MECTO KUTEJIbCTBA, MECTO YUeObl U IIPOYEE;

5. 3beraii pazmenienus ¢ororpaduii B IHTepHeTe, r7ie Thl N300pakeH HA MECTHOCTH,
10 KOTOPOU MOKHO OIIPEJIEJINTh TBOE MECTOIIOJIOKEHHE;

6. [Ipu peructpanuu B COIUAIBHOU CeTU HEOOXOAMMO UCIIOIb30BATh CI0KHbIE MTAPOJIH,
cocrosye u3 6ykB U nu@p U ¢ KOJIMYeCTBOM 3HAKOB He MeHee 8;



7. 1711 conuaibHON CeTH, MOYTHI M APYTUX CAUTOB HEOOXOJIMMO HMCIOJIb30BaTh Pa3HbIE
mmaposiu. Torga ecom Te0s1 B3JIOMAIOT, TO 3JI0YMBINIJIEHHUKHU MOJIYYaT JIOCTYH TOJIBKO K
OTHOMY MECTY, a He BO BCe Ccpaay.

AJIEKTPOHHBIE J€eHbI'U

DJIeKTPOHHBIE JIEHBI'H - 3TO OYEHb y/OOHBIN cIocob IUIaTexked, OHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT MOJIyYUTh 3TH JIEHBI'H.

JJIEKTPOHHBIE JIEHbI'M TOSBUJINCH COBCEM HEIABHO W MMEHHO M3-3a 3TOTO BO MHOTHUX
rocy/IapcTBax JI0 CUX IIOP He IIPOITHCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHH QYHKIIMOHUPYIOT U O HUX Y3Ke IIPOIMCAHO B 3aKOHE, T€ UX Pa3/esIsaioT
Ha HECKOJIbKO BHJIOB - aHOHMMHBIE ¥ He aHOHMMHBIE. Pa3HHUIA B TOM, YTO aHOHHUMHBIE -
BTO Te, B KOTOPBIX paspelraercs IPOBOAUTH olepanuu 0e3 uaeHTHPUKAIUT
IIOJIb30BaTe/sA, a B HEAHOHHUMHBIX WAEHTHU(UKAIIUSI II0Jb30BATENS  SIBJISETCS
00s3aTeIbHON.

Taxxe cJIeayeT pa3jindaTrhb 9JIEKTPOHHBIE (I)I/IaTHbIe AE€HbI' (paBHI)I TrocyaapCTBEHHbBIM
BaJIIOTaM) " SJIEKTPOHHbIE HE(I)I/IaTHI)Ie A€HbI' (He PaBHBI T'OCYyapCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 0 Oe30MacHON paboTe ¢ JIEKTPOHHBIMH JIEHbIaMU:

1. [IpuBsku K cueTy MOOMJIBHBIN TesieoH. DTO camMblid yA0OHBIN U OBICTPHIA CIIOCOO
BOCCTAHOBUTH JIOCTYII K cueTy. IIpuBsa3aHHbIl TesedoH IOMOKeT, ecu 3a0y/ielb cBOU
IJIATEKHBIU ITapOJIb UJIU 3ak/Iellb Ha CAaliT ¢ HE3HAKOMOTI'O YCTPOMCTBA;

2. Mcmiob3yit omHOpas3oBkle maposiu. [locse nmepexo/ia Ha yCHUIEHHYIO aBTOPU3aIuio Tebe
yKe He OyZleT yIposKaTh OIMMaCHOCTh KPayK MJIU IepexBaTa IJIaTeKHOTO IMapoJis;

3. Beibepu ciioxkHBIN Taposib. IIpecTymHUKaM OyAeT He IMPOCTO YrafaTh CIIOKHBIHA
nmapoJsib. HajiesxHble maposiy - 3TO MapoJik, KOTOPhIE COZlepKaT He MeHee 8 3HAKOB U
BKJIFOUAIOT B ce0s1 CTPOYHBIE U ITPOIHCHBIE OYKBBI, ITU(MPHI 1 HECKOJIBKO CHMBOJIOB, TAKHE
KaK 3HaK JioJuiapa, pyHTa, BOCKJIUIATeIbHBIN 3HAK U T.II. Hanpumep, $tRong!;;

4. He BBOZIM CBOU JIMYHBIE TaHHBIE HA CAUTaX, KOTOPHIM HE JJOBEPSIEIIb.
AJIEeKTPOHHAA MMOYTAa

DJIeKTPOHHAsA MOYTa - 3TO TEXHOJIOTUA U IPeoCcTaBIsAeMble €10 YCIYTH I10 IepechblIKe U
MOJIyYEHUIO 3JIEKTPOHHBIX COOOIIEHUM, KOTOpPbIE PACIPENENSIOTCS B KOMITBIOTEPHOMN
cetu. OOBIYHO HJIEKTPOHHBIA IIOYTOBBIN SIIUK BBIMJIAIUT CJAEAYIOINUM 00pa3oM:
Ms_II0JIb30BaTeIA@uUMsA_JIoMeHa. Tak:ke KpoMe Ilepe/ilauul MPOCTOTO TEKCTA, UMeeTCs
BO3MO>KHOCTH Ilepe/iaBaTh aiibl.

OCHOBHBIE COBETHI IO OE30MMACHON PAbOTE C 3JEKTPOHHON MTOYTOM:

1. Hayto BeIOpaTh MpaBUJIBHBIN ITOYTOBBIN cepBUC. B MHTEpHETE eCTh OTPOMHBIN BBIOOD
OecryIaTHBIX IIOYTOBBIX CEPBHCOB, OJTHAKO JIydllle JIOBEPATHh TeM, KOTO 3Haelllb U KTO
IEPBbIN B PEUTHHTE;

2. He ykasspiBail B IMUHOU mouTe JIMYHYIO nHpopMmaruo. Hampumep, yuiiie BpIOpaTh
"My3bIKaJIbHBIN__(paHaT@" wiu "pok2013" BMecTo "Temal3";

3. Mcmosb3y#l ABYX3TAITHYI0 aBTOPHU3AIUI0. DTO KOT/[Aa TOMHMO TapOJIsi HY?KHO BBOJIUTH
KO/JI, IpUCchlIaeMbIid 1o SMS;



4. Bpibepu CJIOKHBIN MapoJsib. [y KakAOTO IOYTOBOTO SIMHKA JOJKEH OBITh CBOU
HaJIe>KHBIN, YCTOMYUBBIN K B3JIOMY IIapOJib;

5. Eciim ecTh BO3MOXKHOCTh HamHCaTh CaMOMY CBOU JIMYHBIM BOIPOC, UCIIOJB3YH 3Ty
BO3MO>KHOCTb;

6. VMcnosp3yll HECKOJBKO MOYTOBBIX AMIMKOB. IlepBBIM [j11 YAaCTHOU IIEPENUCKU C
aJipecaTaMu, KOTOPBIM ThI JJOBepsAEIIb. ATO 3JIEKTPOHHBIN aipec He HaJl0 UCI0JIb30BaTh
IIpY perucTpanuu Ha ¢popyMax U canuTax;

7. He oTkpbiBail ailibl U JIpyryue BJIOKEHUA B IMUChbMAaX, JaXKe €CJIM OHU IPUIILIA OT
TBOUX ZIpy3el. JIydllle yTOUHU y HUX, OTIIPABJISLIIN JIU OHU Tebe 3TH (DanIbl;

8. ITocsie okoHUaHUS PaOOTHI HA TIOYTOBOM CEPBUCE MTEPE]] 3aKPBHITUEM BKJIAJIKH C CAUTOM
He 3a0y/p HA>KaTh HAa "BeIATH".

Ku6epOy/L/TMHT NI BUPTYyaJIbHOE U3€BaTeJIbCTBO

KI/I6ep6y.7UII/IHI‘ - IIpecjiegoBaHHUE COO6III€HI/IHMI/I, coaeprKalliuM OCKOp6)IeHI/IH,
arpecCuro, 3allyruBaHHuE; XYJIMTaHCTBO; COIIMAJIbHOE 6OIL/'IKOTI/IpOBaHI/Ie C IIOMOIIBIO
Pa3JIMYHbIX MHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 OOpHOE ¢ KNOEPOYJUTMHIOM:

1. He 6pocatics B 601i. JIyuIuii crioco0: TOCOBETOBAThCS KaK cebsl BECTU U, €CJTH HET TOTO,
K KOMYy MOKHO OOpaTUTBhCsA, TO BHadaje YCIHOKOUTHCA. ECU ThI HauyHeINb OTBEYaTh
0CKOpOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ellle O0JIbIIe Pa30KIKeITb KOH(IIUKT;

2. YripaBJisii cBoeHd KuOeppernyTayei;

3. AHOHUMHOCTb B CE€TH MHUMaAsI. CYH.IGCTBYIOT CITOCOOBI BBIACHUTDb, KTO CTOHT 3a
AHOHUMHBIM dKKAQYHTOM;

4. He cTouT BecTH XyJIMTaHCKUH 00pa3 BUPTYaIbHOU KU3HH. VIHTEpHET (PUKCUPYET BCE
TBOM JIEUCTBUS U COXPAHAET UX. YIAIUTD UX OyZeT KpaiiHe 3aTPy/THUTEIHHO;

5. Co0Out0/1a#1 CBOXO BUPTYaJIbHYIO YECTh CMOJIONY;

6. IrHopupy#l equHUYHBIN HeraTuB. OTHOPa30BbIE OCKOPOUTEIbHBIE COOOIIEHU S JIyUIIIe
urHopupoBaTh. OOBIUHO arpeccus MpeKpaIaeTcs Ha HAYaJIbHOU CTaiuH;

7. Ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMHU COOOIIEHUSIMH, B COITUATBHBIX
CeTSIX eCTh BO3MOKHOCTh OJIOKUPOBKU OTIIPABKH COOOIIIEHUH € OIIpeZIeIEHHBIX a/IPECOB;

8. Ecim T cBuzerenb kubepOysuimHra. TBou fAelCTBUA: BBICTYNUTH IIPOTUB
IpecjieJioBaTesid, II0Ka3aTh €My, 4YTO €ro JIeMCTBUSA OLIEHUBAIOTCA HEraTUBHO,
MIO/IJIEPKATH KEPTBY, KOTOPOH HYKHA IICUXOJIOTHYECKAS TIOMOIIb, COOOIIUTH B3POCTBIM
0 ¢aKTe arpecCUBHOIO ITOBEJIEHUS B CETU.

MooOwibHBIN Tes1edoH

CoBpemenHble cMapTGOHBI M IUIAHIIETHl CcOAEp:KAaT B cebe BIOJHE B3POCJIBIHI
yHKIIMOHAJ, ¥ Telepb OHU MOTYT KOHKYPHPOBATh CO CTAIIMOHAPHBIMU KOMIIBIOTEPAMU.
OnHako, CpeZiCTB 3aUTHI JJIs MOJI00HBIX YCTPOMCTB ITOKA OUeHb Masio. TecTupoBaHue U
IIOMCK ysI3BUMOCTeN B HUX IMPOUCXOJUT He TaK MHTEHCUBHO, Kak A 1K, To ke camoe
KacaeTcs U MOOUJIbHBIX IPUJIOKEHUH.



CoBpeMeHHbIe MOOUJIbHBIE Opay3epHhl y2Ke IPAaKTUUECKU JOTHAIN HACTOJIbHbIE aHAJIOTH,
OTHAKO paciiupenne (GyHKIHOHAIA BJIeYeT 32 COO0H OOJIBIIYIO CJIOKHOCTD U MEHBIIIYIO
3alUIIEHHOCTb.

Jlayieko He BCe IMIPOUM3BOIUTENN BHIMYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIIHE KPUTHIECKIUE
YA3BUMOCTH JIJIs CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI 7151 6€30IaCHOCTH MOOMJIBHOTO TesiepoHa:

Hwuuero He sBJIsIeTCA ITO-HACTOAIEMY OecIIaTHBIM. Byab ocTOpoXkeH, Befb Koria Tebe
IpeajiaraloT OecryIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILIaTHBIE
YCJIyTH;

Iywmaii, npexze ueM otapaButh SMS, ¢poTo miu Buieo. Tl TOUHO 3HAEIb, T/IE OHU Oy Ay T
B KOHEUHOM UTOTE?

Heo6xoamMo 06HOBJIATH ONEPAIMOHHYIO CHCTEMY TBOETO CMapT(OHa;
Hcnonb3yli aHTUBUPYCHBIE IIPOTPAMMGBI JIJ1sI MOOHMJIBHBIX Te€JIE(DOHOB;

He sarpy)lcal‘/’l IIPUJIOKEHUA OT HEUM3BECTHOTI'O MCTOYHHKA, BE€b OHU MOIYT COAECPXKATb
BPEAOHOCHOE IIPOrpaMMHO€E 06ecnequI/Ie;

ITocsie TOro Kak ThI BBIHJIEIIb C caliTa, I7ie BBOJAWJ JIMYHYI0 HHGOPMAIMIO, 3ai 1 B
HacTpOUKHU Opaysepa u yaaau cookies;

HepI/IOI[I/I‘-IeCKI/I HpOBepHﬁ, KaKHe IlJIaTHbIE€ YCJIIYTH aKTHBHUPOBAHBI HA TBOEM HOMEPE;

,Z[aBaﬁ CBOH HOMED MOOHUJIBHOTO Te)Ie(l)OHa TOJIBKO JIIOAAM, KOTOPbBIX Thl 3HA€IIIb 1 KOMY
AOBEPACIID;

Bluetooth josxeH ObITH BHIKJIIOUEH, KOT/Ia ThI UM He MoJIb3yelbesi. He 3a0bIBail MHOT/AA
IIPOBEPSTH 3TO.

Online urps1

CoBpeMeHHble OHJIAUH-UTPBl - 3TO KpacouyHble, 3axBaThIBAIOL[UE pa3BJIeueHUd],
00BEUHAIONIYE COTHH THICAY UeJIOBEK 10 BceMy MUpy. VIrpOKH HCCIIeAyIOT JaHHBIA UM
MHUD, OOIIAIOTCA APYT C JIPYTOM, BBITIOJHSAIOT 33JIJaHHSA, CPAXKAIOTCA C MOHCTPAMHU U
IIOJIy4alOT OIBIT. 3a YAOBOJBCTBUE OHHU IUIATAT: IIOKYHAKOT JHUCK, OIUIaYUBAIOT
a0OHEMEHT WJIU IPUOOPETAIOT KaKHe-TO OIIIUU.

Bce aTu cpezcrBa uIAyT Ha TOJJep)KaHUWE U pa3BUTHe WUIPHl, a TakkKe Ha camy
6e301acHOCTh: COBEPIIIEHCTBYIOTCA CUCTEMBI aBTOPU3AILNY, BBIITYCKAIOTCA HOBbIE ATYU
(mudpoBbIe 3aIUTATKH 711 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTU CEPBEPOB.

B l'IO]_IO6HI)IX Urpax CTOUT OIlaCcaTbCAd HE€ CTOJIbBKO CBOHX COIIEPHHUKOB, CKOJIBKO KpaXXH
TBOE€T0 I1apOJId, HA KOTOPOM OCHOBaHa CHUCTEMa aBTOpHU3allNA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30MMaCHOCTH TBOETO HUI'POBOTr'O aKKAyHTa:

1. Ecstu pyro#i urpok BezieT ceOs II0X0 WU co3/aeT Tebe HEPUATHOCTH, 3a0JI0OKUPYU
€ro B CIICKe UTPOKOB;

2. Tloxkamyiici aJAMUHHCTpATOpaM WrPbl HA IIJIOXO€ IIOBEJIEHHE B5TOr0 UIPOKa,
JKeJIaTeJIbHO IMIPUJIOKUTH KaKHe-TO JJ0Ka3aTeIbCTBA B BUle CKPUHOB,;



3. He yxazsiBaii imuHyto nHGOpMAIHIO B Ipodaiisie Urpsi;
4. YBakail IpyTux y4acTHUKOB I10 UTPE;

5. He ycranaBimBai HeouIiraabHble TATIYA U MOJIBI;

6. Vlcriosip3yii c105KHbIE M Pa3HbIE TAPOJIH;

7. Jla’xke BO BpeMs WUTPbl He CTOUT OTKJIIOYATh aHTUBUPYC. IIoka Tl uUrpaeb, TBOU
KOMIIBIOTEP MOTYT 3aPa3UTh.

POUIKUHT WIH Kpaxa TUIHbIX JaHHbIX

OOBIYHOM Kpaskel JeHer U JOKYMEHTOB CErofHs YK€ HHKOrO He YAUBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JIOYMBIILIEHHUKH II€PEMECTHINCh B UHTEPHET, U
MIPOJIOJKAIOT 3aHUMATHCA " JTIOOMMBIM'' JTEJIOM.

Tak mosBUIach HOBasl yrpo3a: HHTEPHET-MOIIIEHHUYECTBA I (QUIIUHT, TJIaBHAA I€JTh
KOTOPOTO COCTOUT B MOJIyYeHUHN KOHDUIEHITUATIHHBIX IAHHBIX ITOJIb30BaTeIEHN - IOTHHOB
1 napoJsieit. Ha aarmuiickom si3pike phishing untaercs kak ¢umumsar (ot fishing - peronas
JIOBJIsI, password - apoJib).

OcHOBHBIE COBETHI 10 OOPHOE ¢ QUITUHTOM:

1. CJIeI[I/I 3a CBOMM AaKKAyHTOM. Ecimm ThI Imoao3peBacillb, 4TO TBOA aHKETaA ObLIa
B3JIOMaHa, TO HeO6XOHI/IMO 3&6JIOKI/IpOBaTb ee u COO6H.II/ITI> AIAMHUHHUCTpaTOpaM pecypca
00 3TOM KaK MOKHO CKOpee;

2. I/ICHOJIBS}’I‘/i Oe30I1acHbIE Be6-CaI>JITbI, B TOM 4UHCJI€, MHTEPHET-Mara3mnHOB U IIONCKOBbBIX
CHCTEM,;

3. Mcnonp3y# ciiokHbIE U pa3Hble maposu. TakuM oOpa3om, ecyiu TeOs B3JIOMAOT, TO
3JIOYMBIIIVIEHHUKY TIOJIyYaT JIOCTYII TOJIBKO K OJTHOMY TBOEMY ITPO(MHUIIIO B CETH, a HE KO
BCEM;

4. Eciiu Tebs B3JIOMaJIH, TO H606XOZ[I/IMO IpeaynpeauTsb BCEX CBOUX SHAKOMBIX, KOTOPbIE
ZLO6aB.TIeHbI y TeOs B APY3bAX, O TOM, YTO TeOs B3JIOMAIU X, BOSMOXHO, OT TBOETO HMEHH
6y,ZleT pacCblyiaTbCA CIIaM U CCbIJIKU Ha (l)I/IIlII/IHI‘OBI)Ie CaﬁTbI;

5. YcranoBu HazieskHBIH n1aposib (PIN) Ha MOOMIIBHBIN TetedOH;
6. OTKJII0YY COXpaHEHUE TapoJisA B Opaysepe;

7. He oTkpbIBall (paiiyibl U JIpyrue BIIOKEHUS B MUCHMAX, JAXKe €CJIU OHU MPUILLIA OT
TBOUX Jipy3el. JIydllle yTOUHU Y HUX, OTIIPABJIAJIN JIU OHU Tebe 3TU (paiyibl.

IIndposBasa penyranusa

[Mudposas permyTtarus - 5T0 HETATUBHAS WU MO3UTUBHAS MHMOpPMAIUs B CeTH O Tebe.
Kommnpomerupyromas nHbopMaIus, pa3MelleHHAas B UHTEPHETE, MOXET CEPhE3HBIM
00pa3oM OTPa3UThCSA HA TBOEH peanbHOU ku3HU. "ludpoBas pemyranus” - 3TO TBOU
UMUK, KOTOPBIN hopMupyercs u3 nHGopManuu o Tebe B MHTEPHETE.

TBOe MecTO KUTeJIbCTBA, yueObl, TBOe (PHAHCOBOE M0JI0KeHNe, 0COOEHHOCTH XapaKTepa
1 pacckasbl 0 OJIN3KUX - BCE 9TO HAKAIJIMNBAETCA B CETU.



MHor1e OAPOCTKH JIETKOMBICJIEHHO OTHOCATCSA K IyOJIUKAIINY JIMYHOU HHDOPMAIUH B
HNuTepHeTe, HE MTOHUMASA BO3MOKHBIX ITOCIIeICTBUN. ThHI 1ake HE CMOXKEIIb JOTaaThCs
0 ToM, uTO (poTorpadusi, pa3MeIlleHHas 5 JIET Ha3aJl, CTajla IPUYNHON OTKa3a IPUHSITH
Tebs1 Ha paboTy.

KommenTapuu, pasmeleHue TBoux ¢ortorpaduil U Apyrve AeWCTBUSA MOTYT He
HMCUE3HYTh Jlaske MOCJIe TOro, KaK Thl UX yAaaullb. Thl He 3Haellb, KTO COXPAaHUJ 3Ty
nH@OpManuio, Iomaja Ju OHa B IOMCKOBBIE CUCTEMBI U COXPAHUJIACh JIU OHA, a TJIaBHOE:
YTO MOAYMAIOT O TebOe OKpYKaIlue JIIOAW, KOTOpble HAUAyT U YBUAAT 3T0. Haitm
MHPOPMAINI0 MHOTO JIET CIIyCTSA CMOKET JIFOOOM - KaK U3 T00PBIX MTOOYKAEHUH, TaK U C
HaMepeHNEeM MPUUYUHUTH BpPel. ITO MOKET OBITh KTO YTOHO.

OCHOBHBIE COBETHI 110 3aIUTe ITU(PPOBON penyTaluu:

1. [Togymaii, mpexae 4yeM 4TO-TO ITyOJITMKOBAaTh U Iepe/ilaBaTh y cebs B OJiore WiIv B
COITMAJIbHOM CETH;

2. B HacTpoiikax mpoduisa yCTaHOBU OTPAaHUYEHUS HA IIPOCMOTP TBOEro MPOQUIA U €ro
COJIEP?KMMOTO, c/leJIall ero TOJIBKO "I Apy3€er

3. He pazmeriaii 1 He ykaspiBail HH(POPMAIHIO, KOTOPask MOXKET KOT0-JTH00 OCKOPOJISTh
WJIN 0OUKATh.

ABTOpCKOE IPaBO

CoBpeMeHHbIE IIKOJIBHUKH - aKTUBHBIE II0JIb30BaTeNH IU(PPOBOrO ITPOCTPAHCTBA.
OnmHaKo JjajieKko He Bce 3HAOT, YTO IM0JIb30BaHHE MHOTMMH BO3MOXKHOCTSMH MU(PPOBOTO
Mupa TpebyeT coOJII0IeHN ITPAB Ha HHTEJUIEKTYAIbHYI0 COOCTBEHHOCTD.

TepMmuH "UHTeJUIEKTyaJIbHasA COOCTBEHHOCTh' OTHOCUTCS K PAa3IUYHBIM TBOPEHUSIM
YeJIOBEYECKOTO yMa, HAYMHAsd C HOBBIX HM300pPETEHWH U B3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha TMPOAYKTHl U YCJIyTU, W 3aKaHYMBasg KHUTaMH, (oTorpadpusamu,
KHHODHUIbMaMU U My3bIKaJIbHBIMH IPOU3BEICHUAMU.

ABTOpCKHE IIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYaAJIbHYI0 COOCTBEHHOCTh Ha ITPOU3BEEHUS
HayKH, JINTEpPATypPhl U UCKyCcCTBA. ABTOpPCKHUe IpaBa BBICTYHAIOT B KauecTBe TapaHTUU
TOTO, YTO UHTEJUIEKTYJIbHBIN/TBOPUECKUU TPy aBTOpa He Oy/ieT HAlPACHBIM, JJACT €My
CIIpaBe/JIUBbIE BO3MOXKHOCTU 3apaboTaTh HA pe3yJsbTaTaX CBOETO TPYZAQ, IOJIYUYUTH
M3BECTHOCTH U NpusdHaHue. HukTo 6e3 paspelnieHns aBTopa He MOKET BOCIIPOU3BOIUTH
€ro TMPOU3BEJIEHUE, PACIPOCTPAHATh, IyOJIUYHO JIEeMOHCTPUPOBATh, IIPO/ABATbH,
MMIIOPTUPOBATh, MyCKATh B MPOKAT, IyOJUYHO UCIIOJIHATH, IIOKA3bIBAThH/UCIOJIHATD B
adupe wiu pa3memaTth B VIHTEpHeTeE.

Hcnonp30BaHue "MUPATCKOTO" MPOrPAMMHOTO 00€eCIIeYeHH s MOKET ITPUBECTH K MHOTHM
pHCKaM: OT ITOTEPU JIAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKHU TBOETO YCTPOUCTBA, T/IE
yCTaHOBJIEHA HeJIleTayJibHAs mporpaMmma. He crout Takke 3a0bIBaTh, UTO CYIIECTBYIOT
JierajibHbIE U OecIyIaTHBIE TPOTrPAMMbl, KOTOPBbIE MOKHO HAWTU B CETH.

O nmopraje

CereBU4OK.pp - TBOM TIJIaBHBIM COBETYUK B CeTU. 37leChb Thl MOXKeNIb Y3HATh O
6e30MacHOCTH B CETH MOHATHBIM U JOCTYIIHBIM f3BIKOM, a IIPH BO3HUKHOBEHUU
KPUTUUECKON CUTyalluu OOpAaTUTHCA 32 COBETOM. A TaK»Ke IPUHATH yJacTHe B KOHKypcax
U CTaTh CaMbIM IIU(PPOBBIM I'PAKIAHUHOM!






